
名称 类型 IOC
Cerber File DECRYPT MY FILES.vbs
Cerber File DECRYPT MY FILES.txt
Cerber File DECRYPT MY FILE.html
CoinVault File %Temp%\CoinVaultFileList.txt
CoinVault File %AppData%\Microsoft\Windows\filelist.txt
CoinVault File %AppData%\Microsoft\Windows\coinvault.exe
CoinVault File %AppData%\Microsoft\Windows\edone
CoinVault File %AppData%\Microsoft\Windows\filelist.txt
CoinVault File %Temp%\CoinVaultFileList.txt
Coverton File %UserProfile%\userlog.exe
Coverton File !!!-WARNING-!!!.html
Coverton File !!!-WARNING-!!!.txt
Cryptear
CryptInfinite File ReadDecryptFilesHere.txt
CryptoDefense
CryptoJoker
CryptoLocker File DECRYPT_INSTRUCTIONS.txt
CryptoLocker File DECRYPT_INSTRUCTIONS.html
CryptoTorLocker2015 File HOW TO DECRYPT FILES.txt
CryptoTorLocker2015 C2 93.189.44.187
CryptoTorLocker2015 C2 dmidybmfxsaq.biz
CryptoTorLocker2015 C2 aacthvhqbhbg.org
CryptoTorLocker2015 C2 arlsolqovltp.co.uk
CryptoTorLocker2015 C2 fyhatdpptohp.org
CryptoTorLocker2015 C2 weotnaktbwgr.ru
CryptoTorLocker2015 C2 ovenbdjnihhdlb.net
CryptoWall File DECRYPT_INSTRUCTIONS.txt
CryptoWall File DECRYPT_INSTRUCTIONS.html
CTB-Locker
CTB-Locker WEB
DeCrypt Protect
DMALocker
DMALocker 2
EDA2
Gomasom
Harasom
Hi Buddy!
HydraCrypt
iLock
iLockLight
JobCrypter
KeRanger
KeyBTC
KimcilWare
LeChiffre
Linux.Encoder.1
Locker
Locky
Lortok
MaktubLocker
NanoLocker
Nemucod

Offline ransomware
Operation Global III
PClock
Petya
Radamant

       RakhniAgent.iihAuraAutoitPletorRotorLamerCryptokluchen
Ransom32
Rokku
Samas-Samsam
Scraper
SkidLocker / Pompous
Strictor
Surprise
TeslaCrypt
TeslaCrypt 0.x - 2.2.0 File HELP_TO_SAVE_FILES.txt
TeslaCrypt 3.0 File _H_e_l_p_RECOVER_INSTRUCTIONS[+]([a-z]{3}).txt
TeslaCrypt 3.0 File recover_file_([a-z]{5,9}).txt
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TeslaCrypt 3.0 File Howto_Restore_FILES.(BMP|HTM|TXT)
TeslaCrypt 3.0 File help_recover_instructions[+]([a-z]{3}).(html|png|txt)
TeslaCrypt 4.0 File _RecOveR_-([a-z}{5})__.(html|txt|png)
TeslaCrypt 4.0 File _rEcOvEr_([a-z]{5}).(txt|png|html)
TeslaCrypt 4.0 File _ReCoVeRy_[+]([a-z]{5}).(html|txt|png)
TeslaCrypt 4.0 File _H_e_l_p_RECOVER_INSTRUCTIONS[+]([a-z]{3}).(html|png|txt)
TeslaCrypt 4.0 File [{]RecOveR[}]-([a-z]{5})__.(html|txt|png|htm)
TeslaCrypt 4.0 File [+]REcovER[+]([a-z]{5})[+].(txt|png|html)
TeslaCrypt 4.0 File [+]-xxx-HELP-xxx-[+]([a-z]{5})-[+].(html|txt|png)
TeslaCrypt 4.0 File [+]-HELP-RECOVER-[+]([a-z]{5})-[+].(html|txt|png)
TeslaCrypt 4.0 File RECOVER([a-zA-Z]{5}).(html|txt|png)
TeslaCrypt 4.0 File -HELP-file.txt
TeslaCrypt 4.0 File -!RecOveR!-([a-z]{5})[+][+].(html|txt|png|htm)
TorrentLocker
Troldesh
UmbreCrypt
VaultCrypt
Virus-Encoder
Xorist
XRTN 
Zlader / Russian
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